BAPTIST CONFIDENTIALITY STATEMENT

All persons granted access to Baptist or ifs affiliated entities (“Baptist™) network and/or confidential patient, employee, business, financial or
proprietary information {“Confidential Information™) holds a position of trust to protect this information and must recognize the responsibilities
entrusted in securing the confidentiality of this information. Accordingly, all persons who are authorized to access the Baptist network and/or
Confidential Information must read and comply with all applicable Baptist policies and procedures.

AS A CONDITION OF RECEIVING ACCESS TO THE BAPTIST NETWORK AND/OR CONFIDENTIAL INFORMATION, I AGREE
TO COMPLY WITH THE FOLLOWING TERMS:

1} Iam aware of Baptist’s Confidential Information Policy and have had an opportunity to fully review the policy.

2)  Irealize I am able to request clarification of the policy, or report violations of confidentiality by calling the Baptist Helpline/Hotline at 1-
877- BMH-TIPS.

3) Tunderstand it is my responsibility to:

Comply with the Baptist Confidential Information Policy;

Maintain the confidentiality of all Confidential Information arising from or pertaining to Baptist;

Understand that each time I access protectéd health information (PHI} I will only use the minimum necessary required for my job;
Not access data on patients for whom I do not have responsibility and/or for whom 1 do not have a “need to know.” I am aware that
computers and their applications have audit trails, which track access to ¢PHI (electronic Protected Health Information). I will not
access the medical records of family members, friends, co-workers or anyone that I am not on the care team for or have a work related
reason;

Not access my own medical records using system access. intended for work purposes. but rather through the appropriate patient record
ACCESS Processes;

Keep information confidential and not disclose it to others, including employees, patients, and patient’s family members, without
proper authorization;

Agree to discuss Confidential Information only in the work place, as appropriate, for job related purposes, and to refrain from
discussing outside the work place or within the hearing of other people who do not have a need to know about the information;

Refer 2ll requests and inquiries for Confidential Information to those responsible within Baptist for release of information;

Apply appropriate safeguards regarding the transport of Confidential Information (i.e. from home to entity, within entity or entity-to-
entity). Confidential Information will remain in my immediate personal possession at all times and will be disposed of in accordance
with Baptist policy {i.e., placed in alocked shred bin or other approved, secured/restricted/locked container);

Print Confidential Information only as required to perform my job duties;

If approved, T will ensure any Confidential Information printed at an offsite location, such as my-home or office, is securely
maintained so it cannot be inappropriately accessed by unauthorized individuals such as family members, conference attendees or the
public, Confidential Information is not left unattended in publicly-accessible locations;

»  Immediately reportto the Corporate Privacy & Security office any Confidential Information that is lost, stolen, accessed or viewed by
unauthorized individuals, or is otherwise compromised, immediately upon discovery.

4) TIfTam given access to Baptist computer system(s), I understand it is my responsibility to:

Understand that my computer access code (password, personal identification number) is the equivalent of my legal signature;

Keep secret all computer identifiers, passwords, PIN numbers and access codes issued to me;

Contact the Helpdesk or Baptist Technology Services or their designee to have my code deleted and a new code issued if I have reason
to believe the confidentiality of my computer access code has been compromised;

Promptly signoff after each computer session to prevent unauthorized access or use;

Not io install, download, or operate any non-licensed software on any Baptist computer;

Not transfer any business related documents from the workplace to a personal emiail account, media account, personal device, laptop,
computer tablet, smartphone, internet file sharing tool or any other electronic device inchzding but not limited to a USB drive or
portable hard drive, )

5) Medical Staff Members; If]am a credentialed member of the medical staff, { understand that any misuse of my confidential access code
or inappropriate use of any of Baptist computer systems is a violation of the Medical Staff Bylaws, Procedures, Rules and Regulations,
and/or myy Professional Services Agreement, and may result in disciplinary action being taken by the govemning Board, and may involve
additional legal and/or regulatory penaities. :

6} Qthers with aceess to Confidential Information: Iunderstand that violating this Confidentiality Statement may result in disciplinary
action up to, and including, termination of my employment, affiliation, and/or conttactual rights with Baptist, and/or disciplinary action as
well as any other remedies available to Baptist. I understand and agree that this confidentiality obligation continues in effect after I am no
longer employed by or affiliated with Baptist. Iacknowledge that Baptist may take legal action to enforce this obligation.

7y Iflam auser of Baptist OneCare or other Baptist-provided systems, I have read and understand all applicable Terms of Service governing
my access to and use of those system(s). I agree to all Terms of Service provmons and by signing below, I confirm my clectronic
acceptance of the Terms of Service. I acknowledge that my password is unique and I am prohibited from sharing it with anycne else and I
must take extraordinary caution to keep my password secret. I further understand and agree that I am responsible for any misuse of my
password, by myself or anyone who gains access to my password because I shared it or failed to properly safeguard it.

(Check your affiliation with Baptist and complete identifying information.)
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By signing this Confidentiality Statement, Iagree that I have read, understand and will comply with the above terms.
Name:

Signature: . Date:
Department: Company/School:
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